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1. Objective

The Company is engaged in the business of Insurance broker Services.

In the course of conducting its business and providing the Insurance related Services below,
the Company needs to gather and process personal data.

Insurance Broker Related Services:
e Personal Insurance
e Commercial Insurance
e Employees Benefit
* Maid Insurance
e Motor Insurance
e Home Insurance
* Foreign Worker Medical Insurance
e Foreign Worker Bonds
e Business Insurance Package

These can include personal data (any information that can or will lead to identifying you) from
customers, suppliers, business contacts, employees, representatives, partners, agencies,
authorities, contracting parties, Il parties, and other individuals the organisation has a
relationship with or may need to contact.

Inspro Insurance Brokers complies with the Singapore Personal Data Protection Act 2012
(the “Act”) in respect of the collection, use, and disclosure of your personal data. In
particular, we will ensure that:

e only fair, proper and legitimate means are employed to collect personal data;
e personal data collected and used is accurate;

e personal data is protected by appropriate safeguards and made available only to
authorised persons;

e and you have the right to access and request correction of your personal data.

The contents of this policy may be updated from time to time and individuals providing
personal data should revisit this policy at least once a year.

This Policy is available on request. A version of this statement is also available on the
Company’s website.

2. Scope

This data protection policy ensures the Company:

e Complies with PDPA and follow good practices
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e Protects the rights of staff, customers and partners
e s open about how it stores and processes individuals’ data
e Protects itself from the risks of a data breach

Version 1.1



3. Personal Data Protection Act

PDPA describes how organisations must collect, use, disclose, and store personal data. Data
protection includes collection, use, disclosure, and storage of personal data of individuals
dealing with the Company.

The policy applies regardless of whether data is stored electronically, on paper, or on any
other medium.

PDPA is underpinned by 11 key obligations (Whether in force or to be notified). According to
these obligations, personal data must:

Be obtained with consent

Be obtained only for specific, lawful purposes

Be obtained with notification of purpose

Be provided for access and/or correction on request by applicant

Be accurate, up to date, adequate, relevant and not excessive

Be notified to relevant authorities and persons in the event of qualifying as a

notifiable data breach

Be ported to another organization or platform on request

Be protected in appropriate ways

Not be retained or held for any longer than necessary

10. Not be transferred outside Singapore, unless that recipient country or territory or
recipient organization also ensures an adequate level of protection

11. Be processed in accordance with requisite policies and practices, complaint handling
process, and PDPA regulations

12. Be in compliance with Do Not Call (DNC) provisions

oukwnNeE
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4. Data Protection Responsibilities
Everyone who works for or with the Company has relevant responsibility for ensuring data is
collected, used, disclosed, stored and handled / processed appropriately.

If you would like to understand about Century corporate structure, please contact Inspro
Insurance Brokers DPO.

These following people have key areas of responsibility:

e The board of directors is ultimately responsible for ensuring that the Company
meets its legal obligations

e The [data protection officer] (DPO) contact particulars are:

Name: Wilson Ong
Email: dpo@inspro.com.sg
Call: +65 6538 3883
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Werite in: Data Protection Officer
M38 Jalan Pemimpin, #02-08, Singapore 577178

e The DPO is responsible for the following:

i. Keeping the board updated about data protection responsibilities, risks and
issues

ii. Reviewing all data protection procedures and related policies, in line with an
agreed schedule

iii. Arranging data protection training and advice for the people covered by this

policy

iv. Handling data protection questions from staff and anyone else covered by this
policy

v. Dealing with requests from individuals to see the data the Company holds
about them

vi. Checking and approving any contracts or agreements with third parties that
may handle the company’s sensitive data

5. General staff guidelines
Everyone in Inspro Insurance Brokers undergo data protection training and follow Inspro
Insurance Brokers policies and practices:
i. The only people able to access data covered by this policy would be those who
need it for their work

ii. Data is not shared informally. When access to confidential information is
required within the Company, employees will request it from their line managers

iii. The Company has and shall continue to provide training to all employees to
help them understand their responsibilities when handling data

iv. Employees will keep all data secure, by taking sensible precautions and following
the guidelines below:

e In particular, using strong passwords and never be shared

e Personal data will not be disclosed to unauthorised persons, either within
the company or externally.

e Data will be regularly reviewed and updated if it is found to be out of date. If
no longer required, it will be deleted and disposed of.

e Employees shall request help from their line manager or the data protection
officer if they are unsure about any aspect of data protection.

6. Collection of Personal Data

By interacting with, submitting information to, engaging or signing up with us for services
offered by us, you agree and consent to Inspro Insurance Brokers Pte Ltd (collectively, the
"Company"), as well as their respective representatives and/or agents ("Representatives")
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(the Company and Representatives are collectively referred to herein as "us", "we", or "our"
collecting, using, disclosing and sharing amongst themselves your Personal data, and
disclosing such Personal data to the Company's authorised service providers and relevant
third parties in the manner set forth in this Data Protection Policy.

It applies to all data that the company holds relating to identifiable individuals, even if that
information technically falls outside of PDPA. As a provider of insurance products and other
financial services, we may collect the following personal data from you:

e General identification and contact information (name, address, telephone number,
age, date of birth, gender, marital status, occupation, etc.);

e |dentification numbers issued by government agencies (NRIC number, passport
number, foreign identification number, birth certificate number, etc.);

e Financial information and account details (salary, assets, liabilities, credit card
numbers, bank account numbers, etc.);

e Medical and health information (health status, injury or disability information,
medical and procedures performed, smoking status, family medical history, etc.);

e Information about your investment knowledge and risk tolerance;

e Information from cookies, or similar technologies, in order to enable or enhance the
functionality of our websites, or to analyze visitor traffic for marketing or other
purposes;

e images, photographs, videos, CCTV footage, voice recordings and electronic
communications;

e Other information relevant to the provision of financial products (insurance coverage
with other insurers, claims experience, employment information, driving or criminal
record, travel record, etc.); and

e Information about family members and other persons who might be designated as
beneficiaries or trustees under an insurance plan or trust.

We only collect data necessary for fulfilling our product / service requirements. By submitting
your data, you are deemed to have given your consent to our collection, use, disclosure, and
storage of your personal data. Please let us know if you wish to withdraw or vary your
consent. In the event any other use of your personal data is contemplated, we will notify you
of the same.

The purpose for which personal data of our clients may be collected or used will vary
depending on the nature of your relationship with us. For example, we may use your
personal data to:

e confirm your identity and uniquely identify you;

e confirm the accuracy of the information collected;
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e evaluate, underwrite and price your application, and assess the insurance risks we
are assuming during any insurance coverage changes or renewals;

e determine and verify your ability to afford the financial and insurance products you
apply for;

e properly administer the products and services we provide, including the
investigation, review, assessment and settlement of claims;

e communicate with you, especially with respect to your policy, updates and changes;

e provide you with ongoing services and respond to your queries or instructions;

e make or obtain payments;

e recover any debts owed to us;

e detect, investigate and prevent fraud, or other unlawful or improper activities;

e coach employees and monitor for quality assurance;

e comply with all legal and regulatory requirements within and outside Singapore
including disclosures to judicial, regulatory, government, statutory authorities and
industry entities;

e resolve complaints, and handle requests for data access or correction;

e conduct compliance monitoring and audit reviews;

e compile statistics to design and improve products and services, or participate in
industry exercises and studies;

e assist us to understand the current and future needs of our clients, for example, to
conduct surveys and other forms of market research and analysis;

e perform any functions and activities related to products or services including but not
limited to marketing, audit, reporting, research, analysis, reinsurance, general
servicing and maintenance of online and other services;

e design, promote, improve and further the provision of our financial products or
services;

e conduct checks with the National Do Not Call Registry and our internal Do Not Call
Registry;

e comply with any contractual or other commitment or arrangement with local or
foreign regulators, governmental bodies, or industry recognized bodies (whether
Version 1.1 9



within or outside Singapore) that is assumed by or imposed on us or any member of

our group of companies by reason of its financial, commercial, business or other
activities in or related to the jurisdiction of the relevant local or foreign regulators,
governmental bodies, or industry recognised bodies;

e exercise any rights we may have in connection with the provision of insurance
products and financial services to you;

e enable an actual or proposed assignee, transferee, participant or subparticipant of
our rights or business to evaluate the transaction intended to be the subject of the
assignment, transfer, participation or subparticipation; or

e for any other purposes specifically provided for in any particular product or service
offered by us or permitted or required by law or the relevant authorities.

Types of personal data collected by Inspro includes, among other things (depending on the

nature of your interaction with us)

Website Enquiry / General Users/Customers

¢ Name
e Contact Number
e Email

Job applicants

e Fullname

e Nationality

e Passport No. (Non-Singaporean)

e (Citizenship

e Home Address

e Contact Number

e Driving Licence

e Emergency Contact (Name, Contact, Address)
e Current and Past Employment

e Academic and Professional Qualifications
e Language Proficiency

e General Information

Employees
e As above (Job Applicants)

e Gender

e NRIC

e Medical information

e Employee’s Bank account information
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Visitors to Inspro Office

e Full name
e Contact number

a. Personal data may be collected in the following ways:

i.  Form submission, including but not limited to application forms or other forms
relating to any of our products or services which may be purchased through the
Company

ii. Any agreement or providing of other documentation or information in respect of your
interactions with us, or when you use our services

iii. Interaction with our staff, including relationship managers and their assistants,
example via telephone calls (which may be recorded), letters, fax, face-to-face
meetings and emails

iv. Images captured via closed-circuit television cameras ("CCTVs") while you are within
our premises, or via photographs or videos taken by us or our representatives when
you attend events hosted by us

v. Use of services provided through our online and other technology platforms, such as
websites and apps, including when you establish any online accounts with us

vi. Request that we contact you, or include you in an email or other mailing list; or when
you respond to our request for additional personal data, our promotions and other
initiatives

vii. Contact by, and / or response to, our marketing representatives, agents and other
service providers

viii. Information sought about you and receipt of your personal data from third parties in
connection with your relationship with us, for example, from referrers, business
partners, external or independent asset managers, public agencies or the relevant
authorities

ix. Personal data through physical access, internet and information technology
monitoring processes

Xx. Personal data in connection with any investigation, litigation, registration or
professional disciplinary matter, criminal prosecution, inquest or inquiry which may
relate to you

xi. Direct submission by you of your personal data to us
xii. Consent for any notification of new purposes

b. The Company need not collect your consent under the following circumstances. Where
collection of personal data:
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i. For legal purpose such as compliance with regulations under IRAS, MOM,
and all other relevant laws of Singapore

ii. Cannot be obtained in timely way
iii. Notreasonably be expected to withhold consent

iv. Is anemergency that threatens the life, health, or safety of the individual or
another individual

v. The Company has reasonable grounds to believe that the health or
safety of the individual or another individual will be seriously affected

vi. For the purpose of contacting the next-of-kin or a friend of any injured, ill or
deceased individual

vii. Is publicly available

viii.Is in national interest

ix. For artistic or literary purposes

X. For archival or historical purposes (not for sensitive data)
xi. Any investigation or proceedings or in the publicinterest
xii. There is legitimate interest

xiii. For business asset transactions

xiv. For business improvement purposes

xv. For research purposes

c. When fresh consent for new purposes is required, Inspro will update the website
data protection policies and notify all affected individuals via email on the new
purpose and to seek consent. Individuals are required to read and agree with the
updated data protection policy to provide consent to organisations for the use and
disclosure for the new purpose.

d. When you browse our website and platforms, you generally do so anonymously but
please see the section below on cookies. We do not, at our website and platforms,
automatically collect personal data, including your email address unless you
provide such information or login with your account credentials.

e. If you provide us with any personal data relating to a third party (for example,
information of your spouse, children, parents, brokers, lawyer, advisors or a
representatives), by submitting such information to us, you represent to us that you
have obtained the consent of the third party to you providing us with his/her personal
data for the respective purposes.

f.  Withdrawal of Consent: Should you wish to withdraw your consent for collection, use,
or disclosure of your personal data, please contact the Company for such withdrawal
of your personal data via the Personal Data Application Form (write in to our DPO to
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receive a copy of this form). You may also request us to erase or to stop processing of
all or some of your personal data. We will process such instruction whenever possible
except if we are not able to do so and we shall provide explanation to you.
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g. Request for withdrawal of consent may be fulfilled within 10 days from date of receipt of
application, there are no consequences of withdrawing consent, either before or upon
receiving the notice of withdrawal before giving effect to the withdrawal of consent.

h. In the event of missing field(s) or missing signature(s) from various forms, it will be
deemed as incomplete registration. You may choose to complete the registration. If
you choose to not proceed, no information will be registered in our system.

i. Accuracy: You should ensure and check that all personal data submitted to us is
complete, accurate, true, and correct. Failure on your part to do so may result in our
inability to provide you with products and services you have requested. You agree to
inform us immediately of any change of facts or circumstances which may render any
information or personal data previously provided inaccurate, untrue, or incorrect and
provide any information or documentation as we may reasonably require for the
purposes of verifying the accuracy of the updated information or personal data.

j. Consent for any notifications of new purposes.

7. Use of Personal Data

Personal data is of no value to the Company unless the business can make use of it. However,
it is when personal data is accessed and used that it can be at the greatest risk of loss,
corruption or theft. The general staff guidelines are:

e When working with personal data, employees to ensure the screens of their
computers are always locked when left unattended.

e Personal data is not be shared informally. In particular, it should never be sent by
email, as this form of communication is not secure.

e Data must be encrypted before being transferred electronically. The IT manager can
explain how to send data to authorised external contacts.

e Personal data should never be transferred outside of Singapore unless recipient
country and / or recipient organization observes personal data protection through law
and policies.

e Employees should not save copies of personal data to their own computers. Always
access and update the central copy of any data.

The Company hereby notifies you of use your personal data for the following purposes
(General Users/Customers):

a. verifying your identity

b. managing the administrative and business operations of the Company and complying with
internal policies and procedures and sharing between departments within the Company
(including but not limited to facilitating business continuity planning)

c. provide financial advisory services

d. provide employees benefit services
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u.

to respond to individuals query and request which was provided to INSPRO
audit purposes
Following up on client’s expression of interest to take up your services

verifying or confirming trade orders and transactions or instructions from you or for your
orders

facilitating business asset transactions (which may extend to any mergers, acquisitions or
asset sales) involving the Company

matching any personal data held which relates to you for any of the purposes listed herein

responding to and resolving complaints and handling requests and enquiries, requests,
feedback, and suggestions

preventing, detecting and investigating crime, analysing and managing commercial risks
project management
providing media announcements and responses

requesting feedback or participation in surveys, as well as conducting market research
and/or analysis for statistical, profiling or other purposes for us to design our products /
services, understand customer behaviour, preferences and market trends, and to review,
develop and improve the quality of our products and services

managing the safety and security of our premises and services (including but not limited
to carrying out CCTV surveillance and conducting security clearances)

managing and preparing reports on incidents and accidents
organising events, seminars or trainings

complying with any applicable rules, laws and regulations, codes of practice or guidelines,
obligations, requirements or arrangements for collecting, using and disclosing personal
data that apply to the Company

to assist in law enforcement and investigations by relevant authorities

archival management (including but not limited to warehouse storage and retrievals)

The Company hereby notifies you of use your personal data for the following purposes (Job

Applicants):
a. toenable us to comply with our legal and regulatory obligations;
b. to make recruitment decisions;
c. toprevent and detect fraud and other wrongdoing;
d. to establish, exercise or defend our legal rights; and to manage risk

Please note that if you choose not to provide us with your personal data or choose not to
consent to our processing of your personal data, we may not be able to provide some or all
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of our services to you or respond to your other requests; for job applicants, we would not be
able to assess your suitability against our employment opportunities.

Individual may choose to withdraw their consent or unsubscribe from registrations or mailing
lists to stop receiving marketing information by contacting our Data Protection Officer or
through submitting the electronic form provided at the contact us page. Such requests will
be processed within 30 days.

8. Disclosure of Personal Data

The Company may disclose your personal data, locally or overseas, to:
a. Departments within the Company for the above use and purposes
b. Networks

¢. Contracting parties

d. Referrers who have referred you to the Company

e. Agents, contractors, vendors, installers, insurers or third-party service providers who
provide administrative or operational services to the Company, such as data
intermediaries, courier services, telecommunications, information technology, payment,
claims, payroll, processing, training, market research, storage, archival, customer support
investigation services or other services to the Company

f. Agents, contractors, vendors or other third-party service providers in connection with
marketing, products and services offered by the Company

g. Analytics, search engine providers or third-party service providers that assist us in
delivering our products, services, websites and platforms as well as improving and
optimising the same

h. Any business partner, investor, assignee or transferee (actual or prospective) to facilitate
business asset transactions (which may extend to any merger, acquisition or any debt or
asset sale) involving any of the Company

i. Professional advisers such as auditors and lawyers

j.  Relevant government regulators, government ministries, exchange, statutory boards or
authorities or law enforcement agencies who have jurisdiction over the Company or any
Company or over any transaction entered into by you

k. Any liquidator, receiver, administrator, judicial manager, trustees-in-bankruptcy,
custodian or other similar official who has been so appointed, pursuant to bankruptcy,
winding-up or insolvency proceedings instituted in Singapore or elsewhere, in respect of
you or your assets

l.  Third parties who organise promotional or marketing events, seminars or trainings

m. Any other party to whom you authorise us to disclose your personal data to.
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n. Purpose of Disaster recovery

The Company will take reasonable steps to protect your personal data against unauthorised
disclosure by overseas entities or organizations, check for transfer limitation obligation — by
ensuring the recipient country or at least the recipient organization has data protection laws
and policies.

If you purchase our products through third-party sites, access social media sites through us,
or engage with our marketing campaigns that are hosted on our partners’ sites, you should
be aware that we do not control any of those sites or their respective privacy practices. We
do not endorse or make any representations about those sites.

Any personal data that you choose to provide to, or that is collected or shared by, those sites
is not covered by this Privacy Statement. We encourage you to review the Privacy policy of
any site you interact with before allowing the collection and use of your personal data.

Our financial adviser representatives are considered Data Processor of Inspro as they collect
personal data of clients or prospective clients in order to provide financial advisory or
employee benefits services. They are trained and contractually obliged to keep personal data
safe and not use it for unauthorized purposes.

Inspro is considered Data Processor of our business partners and therefore, personal data will
be collected on forms or systems of our business partners and Inspro will disclose it to the
relevant business partners as deemed necessary to process your instructions submitted to
Inspro.

9. On-going Notifications

a. If you have provided your Singapore telephone number(s) and have indicated that you
consent to receiving marketing or promotional information via your Singapore telephone
number(s), then from time to time, the Company may contact you using such Singapore
telephone number(s) (including via voice calls, text , fax or other means) with information
about our products and services (including discounts and special offers).

b. In relation to particular products or services or in your interactions with us, we may also
have specifically notified you of other purposes for which we collect, use or disclose your
personal data. If so, we will collect, use and disclose your personal data for these
additional purposes as well, unless we have specifically notified you otherwise.

c. If you do not wish to receive any calls from us, please let us know and we shall act
accordingly.

10. Use of Cookies and Related Technologies

a. The Company’s websites and platforms use cookies and other technologies. Cookies are
small text files stored in your computing or other electronic devices when you visit our
website and platforms for record keeping purposes. Cookies are stored in your browser’s
file directory, and the next time you visit the website or platform, your browser will read
the cookie and relay the information back to the website, platform or element that
originally set the cookie. Depending on the type of cookie it is, cookies may store user
preferences and other information.
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b. Web beacons (also known as pixel tags and clear GIFs) involve graphics that are not
apparent to the user. Tracking links and/or similar technologies consist of a few lines of
programming code and can be embedded in our websites or platforms. Web beacons are
usually used in conjunction with cookies and primarily used for statistical analysis
purposes. This technology can also be used for tracking traffic patterns on websites and
platforms, as well as finding out if an e-mail has been received and opened and to see if
there has been any response.

c. The Company may employ cookies and other technologies as follows:

i. tracking information such as the number of visitors and their frequency of use, profiles
of visitors and their preferred sites

ii. making our websites and platforms easier to use. For example, cookies may be used
to help speed up your future interactions with our websites and platforms

iii. to better tailor our products and services to your interests and needs
iv. collating information on a user’s search and browsing history

v. when you interact with us on our websites and platforms, we may automatically
receive and record information on our server logs from your browser. We may collect
for the purposes of analysis, statistical and site-related information including, without
limitation, information relating to how a visitor arrived at the website or platform, the
browser used by a visitor, the operating system a visitor is using, a visitor's IP address,
and a visitor's click stream information and time stamp (which may include for
example, information about which pages they have viewed, the time the pages were
accessed, and the time spent per web page)

vi. using such information to understand how people use our websites and platforms,
and to help us improve their structure and contents

vii. using cookies that are necessary in order to enable our websites and platforms to
operate, for example, cookies that enable you to log onto secure parts of our websites
and platforms

viii. personalising the website and platform for you, including delivering advertisements
which may be of particular interest to you and using cookie related information to
allow us to understand the effectiveness of our advertisements.

d. Some cookies we use are from third party companies to provide us with web analytics and
intelligence about our websites and platforms. These companies collect information
about your interaction with our websites and platforms. We use such information to
compile statistics about visitors who interact with the websites, platforms and other
companies’ online content, to gauge the effectiveness of our communications, and to
provide more pertinent information to our visitors.

e. If you do not agree to our use of cookies and other technologies as set out in this Data
Protection Policy, you should delete or disable the cookies associated with our websites
and platforms by changing the settings on your browser accordingly. However, you may
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not be able to enter certain part(s) of our websites or platforms. This may also impact
your user experience while on our websites or platforms.

f. Third-Party Sites: Our website may contain links to other websites operated by third
parties. We are not responsible for the data protection policies or privacy practices of
websites operated by third parties that are linked to our website. We recommend you
learn about the policies and practices related to data of such third-party websites.

11. Data Protection Measures
This policy helps to protect the Company from data security risks.

We use reasonable and appropriate physical, technical and administrative procedures to
safeguard the information we collect and process. The following are the procedures we
implement to safeguard your information:

a. Administrative procedures;
We adopt and implement internal personal data management plans and policies for the
safe processing of personal data. We also implement access controls and data protection
training to ensure that only those who have a need to know a particular type of personal
data is given access to that information.

b. Physical procedures:
The Company keeps all physical data (non-electronic and electronic forms in data storage
devices) confidential and under lock and key. Only authorised personnel are allowed
access to that data required for providing the product or service. All personnel data are
marked confidential.

c. Technical procedures:

The Company will take reasonable efforts to protect personal data in our possession or
our control by making reasonable security and IT arrangements with outsourced IT vendor
with contractual agreement to adopt security measures and to prevent unauthorised
access, collection, use, disclosure, copying, modification, disposal or similar risks. Access
of data is restricted to authorised personnel and to seniority of personnel. However, we
cannot completely guarantee the security of any personal data we may have collected
from or about you or prevent harmful code that enter our website. You should be aware
of the risks associated with using websites and take necessary precautions.

While all steps will be taken to protect your personal data, security of the information you
transmit to us via the Internet or electronic communication or when you use our
electronic services cannot be ensured. You should take every precaution to protect your
personal data when you use such platforms. We recommend that you change your
passwords often, use a combination of letters and numbers, and ensure that you use a
secure browser.

If applicable, you undertake to keep your username and password secure and confidential
and shall not disclose or permit it to be disclosed to any unauthorised person, and to
inform us as soon as reasonably practicable if you know or suspect that someone else
knows your username and password or believe the confidentiality of your username and
password has been lost, stolen or compromised in any way or that actual or possible

Version 1.1 19



unauthorised transactions have taken place. We are not liable for any damages resulting
from any security breaches, on unauthorised and/or fraudulent use of your username and
password.

In case of an unauthorised security intrusion that materially affects you, we will notify you
as soon as possible and will, within a reasonable time, report on our response actions.

12.

Data storage

These rules describe how and where data should be safely stored. Questions about storing
data safely can be directed to the IT manager or data controller.

When data is stored on paper, it will be marked “CONFIDENTIAL”, “RESTRICTED” and/or
“INTERNAL USE” and kept in a secure place where unauthorised people cannot see it.

These guidelines also apply to data that is usually stored electronically but has been printed
out for some reason:

When not required, the paper or files should be kept in a locked drawer or filing
cabinet.

Employees should make sure paper and printouts are not left where unauthorised
people could see them, like on a printer.

Data printouts should be shredded and disposed of securely when no longer
required.

When data is stored electronically, it must be protected from unauthorised access, accidental
deletion and malicious hacking attempts:

Data to be protected by strong passwords that are changed regularly and never
shared between employees.

If data is stored on removable media (like a USB device, external storage medium, CD
or DVD), to be kept locked away securely when not being used.

Data to only be stored on designated drives and servers and to be uploaded only to
an approved cloud computing services which are PDPA compliant.

Servers containing personal data to be sited in a secure location, away from general
office space.

Data to be backed up frequently. Those backups should be tested regularly, in line
with the company’s standard backup procedures and where possible to be encrypted
and password protected.

Data should never be saved directly to laptops or other mobile devices like tablets or
smart phones.

All servers and computers containing data should be protected by approved security
software and a firewall.
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13. Data accuracy

We make reasonable effort to ensure that personal data collected by us or on our behalf is
accurate and complete. We may request individuals to provide supporting documents or to
confirm the data provided by them is accurate by obtaining their declaration.

Itis the responsibility of all employees who work with data to take reasonable steps to ensure
it is kept as accurate and up to date as possible.

Inspro Insurance Brokers shall not be liable for any damage, claim and/or harm suffered by
you as a result of your failure to update us of any change of your personal data. Should you
fail to inform us, any correspondence sent by us to your last home address shall be deemed
to have been duly received by you.

14. Access & Correction Requests

Individuals are given rights in relation to their personal data pursuant to the applicable law.
We respond to all requests we receive from individuals wishing to exercise their data
protection rights in accordance with applicable data protection laws. Where we are data
processors, we will assist the data controller as far as reasonably possible to help them
respond to your requests.

All individuals who are the subject of personal data held by the Company are entitled to:

Ask what information the company holds about them and why.

e Ask how to gain access to it but must specify the type of data and time range.

e Beinformed how to keep it up to date.

e Beinformed how the company is meeting its data protection obligations.

e Correct any mistakes or update their personal data in possession of the Company

Access

An individual can contact the Company and request for her/his personal data (Access
Request) via the Personal Data Application Form (write in to our DPO to receive a copy of this
form) Individuals have the right to request that we amend or update your personal data
where it is inaccurate or incomplete. Kindly note that while we shall make a reasonable effort
to ensure that the Personal Data we collect is accurate and complete, Individuals are
responsible for ensuring the accuracy of the Personal Data that you provide to us directly.

Access Requests from individuals should be made by email, addressed to the DPO. The DPO
may supply a standard request form, although individuals do not have to use this.

Individuals may be charged a reasonable fee per Access Request to defray minimum costs.
This may also increase depending upon the extent and effort of procuring the personal data.
The DPO will aim to provide the relevant data within 30 calendar days.

The DPO will always verify the identity of anyone making an Access Request before handing
over any information.
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Correction

Correction requests will be carried out within 30 calendar days. No charge will be levied for
any correction requests.

You have the right to request that we amend or update your personal data where it is
inaccurate or incomplete. Kindly note that while we shall make a reasonable effort to
ensure that the Personal Data we collect is accurate and complete, you are responsible for
ensuring the accuracy of the Personal Data that you provide to us directly.

We will respond to your correction request as soon as reasonably possible. Should we not
be able to perform the correction request within 30 days after receiving your request, we
will inform you in writing via email on the time by which we will be able to perform your
correction request. If we are unable to perform a correction requested by you, we shall
generally inform you of the reasons why we are unable to do so (except where we are not
required to do so under the PDPA or under any other applicable laws). If dissatisfied with
the refusal to correct the personal data, individuals could email to DPO with other
supporting documents to request for correction. DPO may assess the situation on case by
case scenario.

We will send the corrected data to organisations to which the data was disclosed via email
within seven days after the data has been corrected. Organisations who are notified of a
correction are required to correct the personal data in their possession or under their
control.

Unsolicited Personal Data: For all unsolicited personal data being provided to Inspro, Inspro
will not process such data and will delete or destroy it immediately within 3 days.

While we strive to obtain the necessary consents from individuals, we may collect personal
data under the scope of “deemed consent” if the collection, use, or disclosure of personal
datais reasonably necessary to conclude or perform a contract or transaction OR if individuals
have been notified of the purpose of the intended collection, use, or disclosure of his or her
personal data and are given a reasonable opportunity to opt out (and have not opted out).

Please let us know if you would like to withdraw your consent using our Personal Data
Application Form.

15. Withdrawal of Consent

You have right to withdraw your consent at any time, where consent is the legal basis of the
processing of your personal data. Kindly note that depending on the nature and scope of your
request, we may not be in a position to continue performing our obligations in the course of
or in connection with providing the service to you.

Upon reasonable notice being given by an individual, including client, representative,
employee, job applicant and general inquirer, of his/her withdrawal of any consent given or
deemed to have been given in respect of our collection, use or disclosure of his personal data,
we will inform the individual of the likely consequences of withdrawing consent. We will cease
collecting, using or disclosing the personal data unless it is required or authorised under
applicable laws within 30 days.
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You may also request us to erase or to stop processing of all or some of your personal data.
We will process such instruction whenever possible except if we are not able to do so and we
shall provide explanation to you.

We will inform organisations to which data was disclosed via email within 7 days to cease the
collection, use, and disclosure of data unless it is required or authorised.

16. Retention of Personal Data

So long as you have a direct or indirect relationship with the Company, your personal data
will be held and processed in accordance with this Policy. Once the relationship ends or you
withdraw all your personal data, the Company will not retain your personal data unless there
are legal and / or business reasons for so doing.

Where you are a customer, we will keep your personal data for the length of any contractual
relationship you have with us and after that for a period of up to 3 years.

Where you are a prospective customer and you have expressly consented to us contacting
you, we will only retain your personal data for this purpose (a) until you unsubscribe from our
communications; or, if you have not unsubscribed, (b) while you interact with us and our
content; or (c) for 1 year from when you last interacted with us or our content.

Where you are a client customer, we will keep your personal data for the length of any
contractual relationship you have with us, upon job completion and we will not retain your
personal data.

Where you are a Job Applicant, we will keep your personal data (including interview records)
till the period your application is successful (not more than 6 months). In the event your
application is unsuccessful, we will not retain your personal data (Deletion within 7 days).

Personal data will be retained by the Company till purpose is fulfilled. This is subject to
sectoral and other written laws which includes law relating to the sector the Company does
business in, employment laws, CPF, income tax laws, Limitation Act, and other regulations
thereunder.

17. Transfers of Personal Data Outside of Singapore

We generally do not transfer your personal data to countries outside of Singapore. However,
if we do so, we will obtain your consent for the transfer to be made and we will take steps to
ensure that your personal data continues to receive a standard of protection that is at least
comparable to that provided under the PDPA.
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18. Data Protection Officer

You may contact our Data Protection Officer if you have any enquiries, feedback, questions,
or comments on our personal data protection policies and procedures, or if you wish to make
any complaints or request, in the following manner:

Name of DPO : Wilson Ong

Contact No. :+656538 3883
Email Address : Dpo@inspro.com.sg
Address : M38 Jalan Pemimpin, #02-08, Singapore 577178

19. Effect of Notice And Changes To Notice

This Notice applies in conjunction with any other notices, contractual clauses and consent
clauses that apply in relation to the collection, use and disclosure of your personal data by us.

We may revise this Notice from time to time without any prior notice. You may determine if
any such revision has taken place by referring to the date on which this Notice was last
updated. Your continued use of our services constitutes your acknowledgement and
acceptance of such changes.

20. Governing Law
This Data Protection Policy shall be governed in all respects by the laws of Singapore.
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21.

Data Breach Management Plan

Should there be a breach of data, the Data Protection Officer (DPO) will activate the Data
Breach Management Plan as detailed below:

Step

Action

Responsibility

Report data breach incident to the DPO via email with the following
details :

e Date and time of event
e Name of the person who reported the case
e A brief description of the nature of the data breach

Anyone

Data Breach Incident Form:

Initiate meeting (through phone, email or face to face) with the person
who reported the case to collect tangible evidence of the case :-

e Source of the data leakage — How did the person find out the case.
e Nature of data leaked
e Person(s) affected by the leak

DPO to record details of meeting in the Data Breach Incident Form and
get the person who reported the case to sign on the form.

DPO & Person
Concerned

Assessment Review:

Facts gathered and assess the level of risk of the data breach and
propose corrective action (CA) and/or preventive action (PA) measures
and present to the Senior Management Committee for approval of
action. Senior Management Committee will escalate to Board of
Directors/Shareholders if deemed necessary.

DPO to record the assessment in the Data Breach Incident Form.
Update to DBMP activity log.

DPO

Notification:

Upon approval by the Senior Management Committee, DPO to carry
out the Corrective / Preventive Action and close the case.

Notify relevant parties involved, Sectoral Laws, PDPC, Data Controller
+ Data Intermediaries + Individuals.

DPO

Post Evaluation Review:

Explore root cause analysis and Post Breach action taken, the team
will conduct review and Improve policy and procedures.

DPO
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Data Breach Notification
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Flowchart created and designed by Yang Yen Thaw © Dec 2020

Timeframes for Managing Data Breach Process (within 30 days)
1) Data Incident suspected - Within 24 hours
2) Data Breach Confirmed - Without delay

Physical, psychological,

emotional, reputational,
economic, and financial
harm (reasonable)

Exceptions

3) Data Breach Notification- Within 30 days (PDPC, DI, Affected Individuals)

4) Responding to Data Breach — 3 days
5) Corrective/Preventive Actions - With immediate effect
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